wo 2005/083210 



PCT/AU2005/000255 



1/13- 




Encrypted 

Communications 112 



100 



no 




FIG.1 




Encrypted 

Coinmunications212 



200 



210 




230 



FIG. 2 



SUBSTITUTE SHEET (RULE 26) RO/AU 

I 



wo 2005/083210 



PCT/AU2005/000255 



- 2/13- 



Relav Module 



From Door Latch 

430 



From Reader 
420 




FIG. 4 



SUBSTITUTE SHEET (RULE 26) RO/AU 



wo 2005/083210 PCT/AU2005/000255 



- 3 / 13 - 




SUBSTITUTE SHEET (RULE 26) RO/AU 



wo 2005/083210 PCT/AU2005/000255 



- 4/13- 




SUBSTITUTE SHEET (RULE 26) RO/AU 



wo 2005/083210 



PCT/AU2005/000255 



- 5/13- 



800 



810 



.820 




Read Only 




Tag 





Read Only 




Device 


1 



FIG. 8 




SUBSTITUTE SHEET (RULE 26) RO/AU 



wo 2005/083210 



PCT/AU2005/000255 



6/13- 



900 




User Flashes TAG 



910 



Control Panel Contacts. 
Server 



.920 



Antipassback State Checked 
(On Server/Control Panel) 



930 





940 



FIG. 9 



SUBSTITUTE SHEET (RULE 26) RO/AU 



wo 2005/083210 



PCT/AU2005/000255 



1010 



Read / Write 
Card 



7/13- 



1020 



r 



Read / Write 
Device 



Softw^are 



1040 



FIG. 1 0 



1000 




1030 




I • 



SUBSTITUTE SHEET (RULE 26) RO/AU 



wo 2005/083210 PCT/AU2005/000255 



- 8/13- 




1100 



1110 



1120 



1130 



Read / Write 
Card 



Read / Write 
Device 




1140 



\ 



i 



Software 



FIG. 11 



SUBSTITUTE SHEET (RULE 26) RO/AU 



wo 2005/083210 



PCT/AU2005/000255 



9/13- 



1200 



User Flashes TAG 



Reader Reads APB Data 

from Card 



Reader Checks Permissions 



Reader Updates TAG with 
Updated Info. 



FIG. 12 



1210 




1220 



1230 



1240 



SUBSTITUTE SHEET (RULE 26) RO/AU 



wo 2005/083210 



PCT/AU2005/00025S 



User Flashes TAG 



10/13- 



1300 



1310 



Reader Reads APB 
Information from Tag 



330 



Does 
APB Informatiort 
pass Integrity 
Clieck based on 
try/Exit 
Patten 7 



N 



1.340 




1320 



1350 



Reader Updates APB 
Information and Write 

to Card 



1360 




Process Access Normally 



FIG. 13 



SUBSTITUTE SHEET (RULE 26) RO/AU 



wo 2005/083210 



PCT/AU2005/000255 



11 / 13 - 



User Flashes TAG 




1410 



1400 



1420 



FIG. 14 



Is 

APB Disabled 
for Cardholder 
In the Local 
Database 



N 



Reader Reads APB 
Infornnatron from Tag 




1430 



1440 




1460 



Reader Updates APB 
Information and Write 
Back to Card 



1470 





Process Access Normally 



SUBSTITUTE SHEET (RULE 26) RO/AU 



wo 2005/083210 PCT/AU2005/000255 



12 / 13 - 



User Flashes Card 



1510 



1500 



Reader Reads ARB 
Information from Tag. 




1520 



FIG. 15 



.1530 

If ARB ^ 

Normalize Flag sef 
for Cardholder tn the 
Local Database? 



1540 



Does 
7\PB Information 
pass Integrity Check 
based on Entry/Exii 
Ratten ? 



1550 




1560 



Reader Updates APB 
Information and Writes 
Back to Card 



1570 



Process Access Normally 



SUBSTITUTE SHEET (RULE 26) RO/AU 



wo 2005/083210 



PCT/AU2005/000255 



13 / 13 - 



1600 



User Violates APB by 
Taifgating 




1610 



User Contacts Admin 



1620 



Admin C[icl<s Normalize 

APB 



,1630 



Software Update all Reader 
Database with Normalize 

APB Flag 



1640 



FIG. 16 



SUBSTITUTE SHEET (RULE 26) RO/AU 



